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The role of cyber security governance takes
centre stage, ensuring the safety and security
of not just our terrestrial assets, but also our
celestial aspirations.

This blog is divided into three key sections:
‘Safeguarding the Skies,” which delves into
the pivotal role of cybersecurity governance;
‘Strengthening the Link,” which focuses on
securing the supply chain and responding to
incidents; and ‘Finishing the Story,” which
explores the intricate web of compliance, training,
and emerging technologies that shape the
narrative of the commercial space industry.




Safeguarding the Skies:
The Vital Role of Cybersecurity

Governance in the Commercial
Space Industry
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The Importance of
Good Governance

As the commercial space industry continues
to grow, so too do the threats directed at
space infrastructure. To protect against
these threats, it is crucial for commercial
space companies to implement an effective
cybersecurity governance framework.

Cybersecurity governance refers to the processes,
policies, and procedures that are put in place
to ensure that an organisation’s cybersecurity
program is effective, efficient, and meets the needs
of the business. This includes the implementation
of a cybersecurity strategy and services that cover
all areas of security and establishing clear lines of
responsibility and accountability for cybersecurity
within the organisation.

One of the most important aspects of cybersecurity
governance is the documentation of policies,
procedures, and processes. By documenting
these elements, organisations can ensure that
have considered all relevant aspects of security
and everyone within the business understands
their role in cybersecurity, how to respond to
security incidents, and how to implement security
measures in their day-to-day work. Additionally,
documentation can serve as a reference point
for audits, assessments, and reviews, allowing
organisations to better navigate their regulatory
and compliance requirements.

Another important aspect of cyber security
governance is the establishment of a cyber
risk management program. This includes
conducting regular threat and risk assessments
to identify potential threats and vulnerabilities
and implementing controls to mitigate these risks.
By regularly assessing and managing cyber risk,
organisations can ensure that their cyber security
program is effective and up to date.

There are many risk management frameworks
that can be adopted, ISO3100, and NIST 800-39
are two well know and internationally recognised
risk management frameworks. Organisations
should choose the framework that is the best fit
for their context. However, it is always useful to
be familiar with several frameworks, as different
compliance requirements may require adherence
to specific frameworks.
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Overall, cyber security
governance is critical for
commercial space companies
to ensure that their security
service operations adequately
protect their mission-critical
assets from cyber security
threats.

An effective governance framework is the
basis for how this can be achieved and should
include a comprehensive cyber security
strategy, clear lines of responsibility and
accountability, and documentation of policies,
procedures, and processes. By implementing
a strong cyber security governance program,
organisations can reduce the likelihood of
successful cyber-attacks and ensure the
confidentiality, integrity, and availability of
their assets and data are maintained.



Understanding the
Evolving Threat Landscape

Recently there’s been an
increased in reliance on the
commercial space industry for
the provision of satellite support
to communication, navigation,
and surveillance apparatus. It

is no wonder that we have seen
a significant increase in the
number and type of cyber threats
affecting organisations in the
commercial space sector.

Threat actors targeting commercial space companies
cover the full spectrum, from Advanced Persistent
Threats (APTs) and nation-state actors to terrorist
groups, hacktivists, and cybercriminals. Their
motives range from financial gain to geopolitical and
military advantages. Threat actors are leveraging a
wide range of sophisticated and non-sophisticated
techniques to compromise systems, including the
use of malware, ransomware, and social engineering
techniques, and infiltrating the supply chain. A recent
example of this was at the beginning of the Russia-
Ukraine war, where it is believed that Russian
operatives attacks elements of the Viasat ground
networks using a type of wiper malware called
AcidRain (O'Neillarchive, 2022).

The attack caused widespread disruption to the
Ukrainian communications infrastructure, which
greatly aided the Russian ground forces in the
initial days of the invasion, but the lasting effects of
the attack have proved to be more widespread, as
permeant damage has been reported to have been
caused to energy infrastructure in countries as far
away as Germany (Christopher Bing, 2021).

Satellite ground stations are of particular concern
when looking at cybersecurity risk. This is because
for many organisations, their ground stations are
geographically dispersed, and they often rely on third
parties for the provision of physical infrastructure and
maintenance. This means that the level of control that
can be applied is somewhat limited and often varies
depending on the geographic region. One of the first
tasks in solving this issue is to fully understand the
threats to those assets, wherever they may be.

Establishing a business focused threat
intelligence program is highly recommended so
that organisations can better gather information
on emerging cyber threats and vulnerabilities
that are specific to the technologies and regions of
the planet they are operating from. This program can
include monitoring security forums, engaging with
information sharing and analysis centres (ISACs),
and collaborating with government agencies to stay
updated on the latest threats.

It is also important to leverage technology where
you can. Threat intelligence platforms and threat-
hunting tools can be used to gather, analyse, and
monitor threat information from various sources.
These platforms often leverage automation and
machine learning to aggregate threat data, identify
patterns, and provide actionable insights. They
can help organisations stay updated on the latest
threats, vulnerabilities, and attack techniques
specific to the space industry.




Strengthening
the Link:

Securing the Supply Chain
and responding to incidents

Securing the Supply Chain

The supply chain is a crucial aspect of any
organisation’s cybersecurity, and those operating in
the commercial space sector are no exception. The
supply chainencompasses allthe hardware, software,
and services that a business relies on to build,
operate, and maintain its operations and services.

The increasing complexity of
these supply chains has created
new opportunities for attackers
to exploit vulnerabilities and gain
access to critical systems.

Many organisations that are involved with
commercial space operations face challenges with
securing their ground stations, due to them being
geographically dispersed and often relying on
third-party providers for physical infrastructure and
maintenance. Consequently, the level of control that
can be exerted is limited. However, it is not just the
ground stations that are at risk. Securing the supply
chain is extremely complex and involves ensuring
that all components and services are verified and
validated for security before they are integrated into
a system or service. This can that commercial space
organisations must work closely with their suppliers
and exercise good supplier assurance practices,
to ensure that they adhere to the organisation’s
cybersecurity requirements and standards.

There have been several high-profile incidents
where attackers have targeted the supply chain of
commercial space companies. For example, in 2018,
the US Department of Justice indicted two Chinese
nationals for hacking into several US companies,
including a satellite manufacturer, in order to steal
trade secrets. (Christopher Bing, 2011)

To effectively manage threats to the supply chain,
commercial space companies can implement
several key practices. Firstly, establishing a vendor
risk management program that evaluates and
monitors the cyber security posture of suppliers,
partners, and contractors. Organisations can
make use of recognised standards such as
NIST SP 800-161 as a guide. Secondly, security
clauses and requirements should be included in
contracts with suppliers, outlining expectations for
security controls and incident response. Thirdly,
organisations should conduct regular audits of their
supply chains to identify vulnerabilities and ensure
compliance with their security requirements.

Additionally, secure communication channels and
protocols should be implemented for exchanging
sensitive information with suppliers. Continuous
monitoring mechanisms help track supplier
activities and detect any suspicious behaviour and
developing a comprehensive incident response plan
that includes procedures for supply chain-related
security incidents is crucial. Security awareness and
training should also be extended to suppliers, and
partners where applicable.
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Responding to Incidents

Incident response is an essential aspect of any
cybersecurity strategy. In the event of a cyber-
attack, time is of the essence. The faster an
organisation can detect, contain, and eradicate an
attack, the less damage it will cause. Commercial
space companies needto have awell-documented
and rehearsed incident response plan in place,
which should include pre-determined response
procedures, clear lines of communication, and
a chain of command. Plans should be reviewed
and updated regularly to ensure that it is fit
for purpose and can adapt to new threats and
emerging technologies.

Once anincident has been identified and confirmed,
the first step is to establish its objectives, contain
the attack and prevent further impacts. This may
involve significant business decisions such as
shutting down services by taking affected systems
offline or disconnecting them from the network. The
next step is to identify the source and extent of the
attack its targets and the already affected systems.
This will involve analysing application and system
logs, network traffic, and other relevant data. Once
the objectives and scope of the attack is understood,
the organisation can begin to eradicate the attack
by removing the malicious users/code, patching
relevant exploited vulnerabilities, and restoring
services including data from backups. Again, this
is an area where well established SecOps services
(Technology/People/Process) can be leveraged to
improve detection and reaction times.

Organisations should consider setting up and
operating SOC services and use Risk Analysis to
target security information and event management
(SIEM) tools that use automation and machine
learning to monitor complex networks.

Finally, organisations should conduct a post-
incident analysis to confirm effective remediation
and identify the root cause of the attack, what
went wrong in the incident response process,
and what steps can be taken to prevent similar
attacks in the future. This analysis will feed into
ongoing risk management activities and help to
refine the security posture.
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Finishing the story:

Navigating Compliance, Training,

and Emerging Technologies in
the Commercial Space Industry

Complexities of
Regulatory Compliance

Commercial space companies are subject to various
regulatory requirements, including those imposed
by national space agencies, industry standards,
and government regulations. Compliance with these
regulations can be complex and time-consuming,
requiring significant resources and expertise.
Failure to comply with regulatory requirements can
result in legal and financial penalties, damage to
the organisation’s reputation, and, in some cases,
the suspension or revocation of the organisation’s
operating license.

One of the main challenges of regulatory compliance
is that the landscape is constantly evolving — this
is particularly relevant in the commercial space
industry. New regulations are introduced, existing
regulations are updated alongside the rapidly evolving
technologies, and enforcement policies are changed.
Keeping up with these changes and ensuring
ongoing compliance can be difficult, particularly for
smaller companies with limited resources. However,
it is worth noting that, building something secure
will likely mean you will be compliant with a
number of regulatory standards, but building
something compliant will not necessarily result
in you being secure.

To address these challenges, commercial space
companies need to develop a comprehensive
understanding of the regulatory requirements that
apply to their operations. This includes identifying
all relevant regulations, understanding the specific
requirements of each regulation, and developing
processes and procedures to ensure ongoing
compliance. Depending on the technology that is
used, automatic compliance software or tools can be

used to help manage these challenges and, in some
cases, give a real-time view of the organisation’s
compliance state against a number of standards and
regulations. This information can be leveraged not
only to drive day-to-day compliance activity but can
be used as evidence to demonstrate compliance to
regulatory bodies.

Companies also need to ensure that they have
the necessary resources and expertise to achieve
and maintain compliance. This may involve hiring
additional staff, investing in training and education,
or engaging with external consultants or service
providers.

In addition to any automated compliance tools
that may be in play, companies need to implement
effective monitoring and reporting mechanisms to
ensure that they can quickly identify and address any
compliance issues that arise. This includes regular
audits and reviews, as well as the development of
incident response plans to manage any regulatory
breaches that occur.




The Value of Training
and Awareness

Training and awareness are critical components
of any cybersecurity program. It is important for
all employees to understand the threats they face
and how to identify and respond to them. This is
particularly true for commercial space companies,
where the consequences of a security breach can
be significant.

Awareness campaigns can help ensure that
employees remain vigilant and aware of potential
threats. This can include regular reminders to
update passwords, avoid clicking on suspicious
links, and reportany unusual activity. By promoting
a culture of security awareness, employees can
be empowered to take an active role in protecting
their organisation. Studies have shown that real-
time security awareness is far more effective than
point-in-time training.
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The Challenges of
Emerging Technologies

The fast pace of innovation and the continuous

development of new technologies presents
significant challenges for securing commercial space
companies. As the industry grows, so do the number
and types of technologies used, such as artificial
intelligence, machine learning, and the Internet of
Things (IoT). These technologies offer a range of
benefits, from improved efficiency and performance
to new revenue streams, but they also introduce new
threat sources and potential security vulnerabilities.

The adoption of emerging technologies often
outpaces the development of the necessary
security measures, leaving companies exposed
to new types of threats. Moreover, the complexity
and interconnectivity of these technologies can
make it difficult to identify and mitigate potential
vulnerabilities, making it essential for companies to
adopt a risk-based approach to security.

Another challenge posed is the lack of established
standards and regulations, which can make it difficult
for companies to comply with existing frameworks
and for regulators to enforce them. Additionally,
the shortage of skilled professionals with expertise
in emerging technologies and security further
compounds these challenges.

To address these challenges, commercial space
companies need to stay informed about emerging
technologies and their potential security implications.
This includes participating in industry conferences,
networking with peers, and engaging with technology
vendors to stay up-to-date with the latest security
incidents and developments in mitigating them. It is
also crucial for companies to invest in training their
employees on the proper use of new technologies
and the potential security risks they pose when
misused.



In conclusion

Securing commercial space operations requires a
comprehensive cybersecurity strategy that covers
all areas of security, including governance, threat
management, supply chain security, incident
response, regulatory compliance, training and
awareness, andemergingtechnologies. By adoptinga
holistic approach to cybersecurity, commercial space
companies can ensure that their operations remain
secure and resilient in the face of evolving threats.
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Arcanum is in NCSC assured consultancy,
specialising in the Space sector. Visit our Space
Sector page for more information on how Arcanum
can help you manage the cyber security risks
affecting your mission critical assets.
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Arcanum is an accredited supplier on the Civil
Aviation Authority’s (CAA) ASSURE scheme.
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